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DS 5150

COMPREHENSIVE NETWORK FORENSICS APPLIANCE

SOLERA DS 5150

The DS 5150 provides 10 Gbps
capture rates, large onboard
storage, and the DeepSee
Forensics Suite™.

Easy-to-use browser-based
management.

Visualize what data is crossing your
network.
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SOLERA DS 5150

The Solera DS 5150 Network Forensics Appliance is for large enterprise or
government agencies that require a complete picture of all network activity,
even on the most demanding networks. Active network forensics makes all
network data flows instantly visible and replayable, enabling administrators
to detect the full source and scope of any network security event and
protect the network against further attack. Combining high-speed data
capture, indexed storage, and comprehensive analysis tools, active
network forensics is analogous to putting a security camera on your
network. Doing so instantly exposes any specific network event, making
even the most sophisticated and targeted network attacks plainly visible.

NETWORK FORENSICS - DISCOVER THE
SOURCE OF ANY NETWORK EVENT

The Solera DS 5150 is a 3U rack-mountable network forensics appliance
with capture rates up to 10 Gbps. It has16 TB of onboard storage and can
connect to an external SAN to scale to any need. The Solera DS 5150
includes two 10 Gb capture interfaces to support today’s high-speed traffic.
Solera DS appliances use patented operating system technologies to
ensure lossless traffic capture and storage. They are designed to “plug-
and-play” into any Ethernet network, attaching via a  EEE——————
mirror (SPAN port), network tap, or optical splitter.

Solera DS Appliances create a complete R —
indexed and searchable record of network

traffic (header and payload), provide complete

filtering, regeneration and playback,
and allow analysis using the o= L Y

included DeepSee Forensics Suite. el > = _
Having an exact record of all your ﬂ:‘gi P | —
data in motion is key to discovering | [E———= = |

the true source and scope of any

event, and protecting your
organization from further risk.

View reports, search and discover the
source of any network event.



EXAMPLE DS 5150 NETWORK FORENSICS
DEPLOYMENT
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BENEFITS OF A
SOLERA NETWORKS SOLUTION

IMPROVE NETWORK SECURITY
Network administrators now have comprehensive evidence to mitigate further risk
and better protect against cyber attacks, data leakage, and internal misuse.

OPTIMIZE NETWORK PERFORMANCE

Solera Networks forensics appliances provide a complete network record to
replay without affecting the production network, allowing detailed analysis to
uncover areas of the network that need attention.

SAVE BUDGET AND MAXIMIZE ROI

Competitive pricing and flexible deployment options allow organizations of all
sizes to benefit from active network forensics to reduce the time-to-resolution for
any network event, thus saving valuable IT budget.

INCREASE OPTIONS

The Solera DS Appliance includes an open web services APl and works with
hundreds of commercial, custom and open source management, analysis and
forensic tools to monitor, manage and secure the network.

CONTACT US

Contact Solera Networks to give your network a memory. For more information,
visit us online at www.soleranetworks.com or call us at 1-877-5SOLERA.

Solera Networks Headquarters Solera Networks Japan, Inc.

10713 South Jordan Gateway, Suite 100 Shinjuku Park Tower N30F

South Jordan, Utah 84095 3-7-1, Nishi-Shinjuku

1 877-5SOLERA (877-576-5372) Shinjuku-ku, Tokyo 163-1030

1+ 801-545-4100 ° 1+ 801-545-4040 fax 1+ 81-3-5326-3367 ¢ 1+ 81-3-5326-3001 fax

Email: info@soleranetworks.com Email: info@soleranetworks.co.jp

TECH SPECS
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Capture Rate
10.0 Gb/sec

Onboard Storage Capacity
16 TB

External Storage Support
Optional Fibre Channel//DS SAN

Network Adapters

2 10 Gb Fiber ports and 4 copper GigE
10/100/1000 ports or 4 1000 Base SX
ports

Power Supply
Redundant power supplies (2)

Appliance Size
3U

Dimensions
17.2” (W) x 25.5” (D) x 5.2” (H)

Weight
81.7 Ibs

DeepSee Forensics Suite
Included
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